Steps to avoid Missing Authentication for Critical Function

1. Telnet to device to port 9999

O TCPIIP Host: |IAH

History

Service: O Telnet TCP port#: 3999
O SSH SSHversion: SSH?
© Other

Protocol: UNSPEC

© Serial COM21: Lantronix CPR Port (COM21)

OK Cancel Help

2. Disable accept incoming connection in connect mode and set portto 0
» Go to channel 1(option 1) change port number to 0 and connect mode CO to 00

Channel 1

E-mail

Expert

Security

Defaults

Exit without save

Save and exit Your choice 7 1

9608> ?
4C> 7
@8> 7
Port No <(18601> ? @
onnectMode <CB> 7 8O
*+++' jin Modem Mode <(¥> ?
Ehow IP addr after 'RING’ <(¥)> ?
Auto increment source port (N> 7
Remote IP Address : (BBB> .<BBB> .<(BBB> .(BOGB>
' ?

DisConnMode <86)> ?
lushMode @8> ?
DisConnTime <BB:88> ?:
EendChar 1 (88> ?
EendChar 2 (88> ?

hange Setup:
Server
Channel 1
E-mail
Expert
Security
Defaults
Exit without save
Save and exit Your choice ?




3. Set the default password and enable Telnet Authentication
» Goto security (option 6) and set below options.
. Enhanced password should be Y
. Change password Y and set password as you need.
Eg: here password set to “newpassword”
. Telnet Authentication to Y
hange Setup:
A Server
Channel 1
E-mail
Expert
Security
Defaults

Exit without save
Save and exit Your choice ? 6

SNMP (¥)> ?
Telnet Setup <N> ?
TFTP Firmuware Update (N> 7
Port 77FEh (N> 7
?FEh Access Mode (B=Read & Write, 1=Read Onlyd: a> 7
Disable Webh Server (N> 7

isahle Webh Setup (N> ?

Disable ECHO ports (¥> 7

Enable Enhanced Password <Y¥> 7
hange the Password (N> 7 ¥

Enter Password : newpassword

Disable Port 77FBh (N> 7?7

Enable Telnet Authentication (N> 7 ¥

hange Setup:
A Server
Channel 1
E-mail
Expert
Security
Defaults
Exit without save
Save and exit Your choice ? |}

» Save and reboot.
. Select option 9 to save and reboot the device.



