SNMP Traps TroubleShooting

Below are instructions for the Customer with the SNMP problems. To help the Customer track down any Installation or Configuration issues, I will include 2 Utilities 'Snmpbrowser' and ‘Traptest’.
 

            The above files, allow the Customer to install an HP SNMP Browser, which is supplied as an example of some open source SNMP code. This is a bit large in size as it includes the ability to send Gets & Sets as well Monitoring and Sending SNMP Traps. I will in the future bring out a cut down version just for monitoring and Testing SNMP Traps. The TrapTest program allows the user to simulate the Dbmgr sending SNMP Traps, without needing the Dbmgr receiving Events.
 

            1)    Preparations
            -------------------------
 

            On the PC running Dbmgr:-
 

a) Make sure the Operating System is NT based  (i.e. Win NT4, Win2000 or XP) as the Patapsco SNMP Agent can have problems running on Win 9x PC.
b) Make sure the Dbmgr is installed and running (and that the SNMP option in Properties is accessible)
c) Make sure the Operating System's  SNMP Service and SNMP TRAP Service are installed and running (Using Windows 'Services' option)
i. NB

ii. Latest Window’s Operating System’s (i.e. Vista) may only have the SNMP TRAP Service.
d) If the ‘SNMP Service’ or ‘SNMP Trap Service’ will not start, make sure that the windows ‘Event Log’ service is running. The Event Log is a Dependency for SNMP services

e) Make sure the Patapsco's SNMP Trap Agent is Installed and running (Again Using Windows 'Services' option)
f) Make sure the DLL files ('pttrap32.dll' & 'ptagent.dll' are in the Windows System32 folder ( and also make sure that they have been REMOVED from the Dbmgr directory!!)
g) From the Dbmgr Install CD, copy the 'TrapTest.exe' (Ignore Traptest-32.exe & MgrTest.exe) from the 'SNMP\Test' directory to your hard disc on your PC (NOT the Dbmgr directory).
h) Using the 'Services' option click on Properties of the SNMP Services make sure under 'Traps' that 'Trap Destination' is set to the IP Address of where you want to monitor the SNMP Traps.
 

 

            On the PC where you wish to Monitor the SNMP Traps:-
 

            a)    Make sure SNMP Service and SNMP TRAP Service are Installed.

b)    Install the SNMPBrowser software on to the Local Hard Disc
            
c) Run the Browser software and click on 'Events’.

d) If you get an error say 'Unable to Register For Traps' then stop 'SNMP TRAP' Service, shut down and restart Browser and try again.
e)    Click on 'Filters' and untick all boxes, this will allow all Traps to be displayed.
 

 
            2)    Running Test
            --------------------------
 

a) On PC with Dbmgr, run up 'TrapTest' (Make sure Dbmgr is not running). In 'Trap OID field enter '1' and press 'Open DCTI'  now press 'Send Trap(s)'. Total Traps Sent count should increment by 1, and the Pending Count stay at '0'.
b) If the pending count also increments then the Trap isn't being sent, make sure the SNMP Services, SNMP TRAP Services and Patapsco SNMP Agent are all Started.
c) If still getting the Pending Count incrementing, try stopping and restarting the 3 SNMP Services.
d) If the pending Count is staying at '0' then the Traps are being sent.

e) Can you see the Traps being displayed in the Browser window:-
 

If you cannot see the Traps then first make sure the filter options are ALL unticked, make sure the SNMP Service is started (try stopping and Starting the Service), if the SNMP Trap Service is Started, try setting that as 'Stopped'. Check on the PC with the Dbmgr that the SNMP Service has the Trap Destination set to the IP address of the other PC.
If you can see the Traps, you can click on them and expand the details and see they are Patapsco Test Traps. 
f) Once happy with that. Shutdown the TrapTest Program down and run up the Dbmgr, make sure that SNMP is enabled and get some events from a device coming in and being displayed by the Dbmgr, you should also see these events in the Browser Window on the other PC.
g) By using the Browser window you can see that the Patapsco SNMP are being sent, and what structure they are sent in. You should now be able to set up your HP OpenView (or similar SNMP Management software) to Monitor SNMP Traps from the Dbmgr.
 

 

SNMP Trap Details

            When you install the Patapsco SNMP Agent, in the 'Patapsco SNMP Agent' directory under 'Program Files' is the Patapsco MIB file which you can use.
 

            The Patapsco OID is 1.3.6.1.4.1.3185, and SubOids are as follows (With the last being most important):-
 

MIB_ptRemoteLockUserId[] 
=
{
1,
0
};
MIB_ptRemoteLockTimeout[] 
= 
{
2,
0
};
 

MIB_ptLocationTNextIdx[] 
=
{
3,
1, 
0
};
MIB_ptLocationTable[]    
=
{
3,
2,
1
};
MIB_ptDeviceTNextIdx[]   
=
{
4,
1,
0
};
MIB_ptDeviceTable[]      
=
{
4,
2,
1
};

MIB_ptAgentVersion[]

= 
{
5,
1,
0
};
 

MIB_ptTrapCount[]        

=
{
6,
1,
0
};
MIB_ptTrapDetails[]      

=
{
6,
2,
0
};
 

            Though I have not used Netcruch, below is a segment of the SNMPInstall document (that can be found on the Install CD) about setting up HP Open View.
 

            To view these events you will need HP Open View correctly installed and configured on your PC. For details of this check your HP manual, but do make sure before installing ‘HP Open View for Windows’, that the Netware or Compatible IPX/SPX stack and/or Windows Sockets compliant TCP/IP stack is already installed and working correctly.
            When using HP Open View, make sure under Windows NT’s ‘Control Panel’, ‘Services’ that ‘SNMP TRAP Service’ is Disabled.
            Before running HP Open View you will need to manually add the Patapsco device ID, by editing DEVICES file in OVFILES sub-directory and add the following line: -
            "Patapsco Device"          1.3.6.1.4.1.3185               0x134c  OTHER       0        (This will add the Patapsco device class to Open View.)
            Run ‘Open View’ and go to ‘Monitor’ Menu and click on ‘Customize Traps’, from there click on ‘ Add Device Class’ button and select ‘Patapsco Device’ from list. You will also need to configure the Traps for the Patapsco Device, by doing the following: -
            Now press ‘Add Trap’ button, you will now see a ‘Add Trap’ dialog box, with the cursor flashing in the ‘Specific’ entry box, enter the digit ‘1’ and press the RETURN key. You will now see ‘6 Specific: 1’ displayed in the display box above the ‘Add Trap’ button.
            Repeat the above but enter the digit ‘2’ instead of ‘1’.
            Repeat this for digit ‘3’, ‘4’ & ‘5’, the display above the ‘Add Trap’ button should now display: -
            Default
            6 Specific: 1
            6 Specific: 2
            6 Specific: 3
            6 Specific: 4
            6 Specific: 5
            Click on ‘6 Specific 1’, now go to ‘Alarms Action’ box below,

Make sure all tick boxes are ticked.
Set ‘Severity’ to




Critical

Change Description from ‘SNMP Trap’ to
$E Trap Level #$S

Make Extended Description


$1

            Do the same for the 4 other ‘6 Specific’ Traps, but make the Severity different for each one, so: -

            ‘6 Specific 1’
has Severity set to
Critical    
            ‘6 Specific 2’
has Severity set to
Major

            ‘6 Specific 3’
has Severity set to
Minor

            ‘6 Specific 4’
has Severity set to
Warning

            ‘6 Specific 5’
has Severity set to
Informational

            ‘Description’ & ‘Extended Description’ should be set to  $E Trap Level #$S and $1 in all 5 cases.
            In the ‘Autodiscovery’ menu go to the ‘Configure’ Sub menu and click on ‘Discovery Networks’ option. This allows you to specify the IP subnets and IPX networks in which you wish to discover devices in the current map. Use the manual & Help file to help you configure this.
            In the ‘Autodiscovery’ menu go to the ‘Discover’ Sub menu and click on ‘Discovery menu’ option.
            This allows you to watch as Devices are added to the database.
            Once this is done, select ‘Do Basic Layout’ under ‘Layout’ sub-directory of ‘Autodiscovery’ menu. This will create a graphical representation of the Devices found in the above searches.
            You may wish to add more meaningful names to the nodes, you can do this by clicking on the node, and selecting ‘Describe’ option. You now need to select ‘Alarms’ option, and reconfigure the ‘Filters’ option, once selected then click on the ‘Default’ button, which allows all Alarms to be shown. You should now get Event messages from the Dbmgr.
            You may wish to be more selective with the Alarm messages coming in, click on ‘Object Status’ and select the level of Alarms you wish to display from the list. If you for any reason lose all Alarm messages, then make sure all fields are set to ALL/ANY settings, pressing the ‘Default’ button can do this.
            Similar settings need to be made in HP NNM, see it’s manual for details. The only major difference is in the System configuration of the MS SNMP Trap Agent. As though it must be installed for the handling of SNMP Traps, with HP Open View the MS SNMP Trap Agent Service must be disabled, but if NNM is used then the service must be enabled (See later OV/NNM Section for more details).
