Software Release Note

RELEASE DATE: 13-Aug-2010
FIRMWARE VERSION: V1.00
KERNEL VERION: V1.04

FIRMWARE CHANGES AND ENHANCEMENTS:

N/A

MODIFICATIONS:
INote!! The following Known Issues have been fixed in this release of firmware.

Fixed Telnet unstable via SSH.

KNOWN RESTRICTIONS AND LIMITATIONS:

N/A

KNOWN ISSUES:

INote! The following Known Issues will fix in the further release of firmware.

N/A

Software Release Note

RELEASE DATE: 2-Aug-2010
FIRMWARE VERSION: V1.00
KERNEL VERION: V1.03

FIRMWARE CHANGES AND ENHANCEMENTS:

N/A

MODIFICATIONS:
INote!! The following Known Issues have been fixed in this release of firmware.

Add SSL and SSH function.

KNOWN RESTRICTIONS AND LIMITATIONS:

N/A

KNOWN ISSUES:

INote! The following Known Issues will fix in the further release of firmware |

Sometimes, SSH function would make DUT hang. We will tune another version for TN.



Before using SSH, you have to set the three parts of Putty configuration and use telnet which via localhost to connect to the

to listen for incoming connection requests. In SSH, this will be Port 22, unless the SSH server has be

Putty User configuration Guide

These steps are such as following:

Host Name : Enter the host name / IP address of the SSH server. The port number is used by the SSH server

specifically configured to listen on a different port.

SSH server.
1. Session
()
()

Cateqgary:
= Seszion
Logaing
= Terminal
K.epboard
Bell
Features
=1 Wiy
Appearance
B ehaviour
Tranzlation
S election
Colours
= Connectioh
Data
Prosy
Telnet
Rlagin
—I- 55H
F.ew
Atk
TTY
=11

2. Connection->SSH

Connection type : Always select SSH.

B azic options for your PuT T session

Specify the destination you want to connect to

Haost Mame [or IP address] Part
192168161 22
Connection pe;

() Baw (O Telnet () Rlogin| (& 55H | ) Serial

Load, zave ar delete a stored seszion

Saved Sessions
192168161

Defaulk Settingz

i Load

Cloze window or exit;
o dhwayz: () Newver

Save

Gafd

Delete

(%) Only on clean exit

Open

I

Cancel

Because the SSH server does not support shells or pty sessions, you MUST always check the box that says



"Don't start a shell or command at all.

®  Preferred SSH protocol version: Leave the default with version 2 is selected. The SSH server does not

support the Version 1 SSH protocol.

®  Encryption cipher selection policy: Nothing needs to be done here. However the SSH server only supports
AES and 3DES encryption
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Cateqgary:
= Sezsian Options controling S5H connections
L.ngglng [rata to zend to the server
= Terminal A t i
Kevboard Bemate carnmand:
Bell
Features :
' Praotocol options
=1 Wiy
Appearance Don't start & shell or command &t &l I
B ehaviour []Enable comprezsion
Translation Freferred S5H protocol wersion:
S election Otony  O1 ®2 O 2 only
Colours Encryption optionz
= Connectioh ol &
D ata Encryption cipher zelection policy:
Prowy AES [S5H-2 only]
Telnet Blawitizh T
HT i 3DES =a
0gin - warn below here -
=§ 55H | DES
K en — Arcfour [35H-2 anly]
Auth [ ]Enable legacy use of single-DES in S5H-2
TTY
=11

Dpen ] [ Cancel

3. Connection-> SSH-> Tunnels
®  You MUST always check the box that says "Local ports accept connections from other hosts".

® You have to add new forwarded port to connect to the SSH server and set the type to "Local".



Categony:

K.evboard

Eell

Features

(=1 Window

Appearance

B ehavwiour

Tranzlation

Selection

Colours

(=) Connection

Data

Priowy

Telnet

Rlagin

= 55H

K.ex
Auth
TTY
=11
Tunnels
Bugz

Serial

Options controling S5H part fonwa

Fart fonsarding

rding

| [w] Local ports accept connections from other hostz |

[ ]Remate parts do the zame [S5H-2 atly]
Fonmarded ports:

Bemove

Add new fonwarded port;
Source port 23 &dd
Destination 192168.16.1:29
(*) Local I ) Bemote ) Dynamic
(%) Auto (0 IPwd 0 IPvE

Open ] [ Cancel

After pressing the add button, it shows as following.



BR orn Gyt %]

Cateqgary:
K.epboard D Options controling S5H part fonwarding
Bell Part fonwarding
Features i
& Window I Local parts accept connections fram ather hosts
Appearance [ ] Remate ports do the same [SSH-2 only]
Behaviour Fonwarded ports:
Tranzlation
S elaction | [REE] 192.168.16.1:23 |
Colours
C fi
J Dn;szn Add new fanwarded part:
Provwy Source port Add
Telnet 1 o
Rlogir Destination
= 55H (#) Local ) Remote ) Dynamic
K (%) Auto 1 IPwd 1 IPvE
Atk
TTY
=11
Bugs | |
Serial D

Dpen ] [ Cancel

®  Save Configuration and Login SSH

The last step, you can save the session for the next use. Then, login as guest of the authentication.



<
|
|

AN Aottt {

Categony:
= Segsion B azic options for your PuT T session
T L_u:uglglng Specify the destination you want to connect to
= Termina
Host Mame [or IP address] Fart
K.evboard
Bell 192.168.16.1 22
Features I:_::unnectinn tupe: i i i
= Window (2 Baw (O Teket O Rlogn &)55H O Serial
Appearance :
PP . Load, zave or delete a stored zeszion
B ehavwiour
Translatian Saved Sezsions
Selection 192168161
Colours 0 :
efault Settings m
= Connection 1
Priowy
Rlagin
+- 55H
Serial

Cloze window o exit;

Vabwaps O Mever (2 Only on clean exit

Open ] [ Cancel ]
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() Telnet via SSH

Open the cmd function and use "telnet localhost 23" to connect to the SSH server.



& [/

a
C:s>telnet localhost 23 :‘

Welcome to the

g 18-188T% + 2 Gigabit Copper~Mini GBIC Combo Managed Industrial Switch

User Mame

Password




