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SNMP Overview

Agents and Managers

SNMP (Simple Network Management Protocol) is an Internet standard for communications between
“agents” and “managers”. An agent is a program whose function is typically to monitor and/or control a
device. A manager is a program specifically designed to interact with one or more agents and often to
provide a user interface for doing so. The Lantronix CPK provides tools to help you program SNMP
agents.

Object Identifiers

SNMP treats data items as hierarchical “objects”, which are identified by Object Identifiers (OID’s). An
OID is composed of a series of sub-ids and is written as a series of numbers separated by dots. Each sub-
id represents a position in an inverted tree of data. The top levels of the tree are reserved by the Internet
Engineering Task Force (IETF). The top of the tree is structured as follows:

........................... 3 — experimental
........................... 4 — private
................................. 1 - enterprises
........................... 5 — snmpv2

..... 2 — joint-iso-ccitt

The unique OID of the enterprises item would be written as 1.3.6.1.4.1 The items we are concerned with
are generally items inside the device we are monitoring or controlling. To avoid duplicate OIDs between
organizations or among devices, the OID tree shown above can be extended to provide private OIDs
below the enterprises item. Any organization can obtain a unique “private enterprise number” by filling
out an on-line application with the Internet Assigned Number Authority (IANA) at
http://www.iana.org/cgi-bin/enterprise.pl.

Suppose we have been assigned a private enterprise number of 11273. We would then define OIDs below
1.3.6.1.4.1.11273 and be assured that these would not be duplicated by other organizations.



MIBs

MIB stands for Management Information Base. A MIB is a document that describes the data available
from an SNMP agent. Typically, the MIB is compiled by the SNMP manager, which uses the contained
information to provide a user interface to manipulate objects in the agent. When writing an agent, it is
important to implement the objects defined in the MIB faithfully. The demonstration program
accompanying this document includes the MIB file SNMPDemo.mib. The following paragraphs discuss
the contents of the file:

Identification

The first section of the MIB provides documentation about the MIB (name, author, date, etc.).
Everything following a double dash (--) is a comment. Next the formal name of the MIB is defined and
certain files containing standard definitions are imported.

-- SNMP DEMO MIB

-- Revision 1.00
-- July 12, 2003

-- Brian J. Butler

-- BJB Software, Inc.
-- 76 Bayberry Lane

-- Holliston, MA 01746

-- 508-429-1441
-- bjbutler@bjbsoftware.com
-- www.bjbsoftware.com

SNMPDEMO DEFINITIONS ::= BEGIN
IMPORTS
OBJECT-TYPE
FROM RFC-1212

enterprises
FROM RFC1155-SMI ;

Hierarchy

Here we define the hierarchy we plan to implement, starting with our private enterprise number. These
numbers are defined here for convenience in later definitions.

bjb OBJECT IDENTIFIER ::= { enterprises 11273 }
device OBJECT IDENTIFIER ::= { bjb 1 }

vars OBJECT IDENTIFIER ::= { device 1 }

traps OBJECT IDENTIFIER ::= { device 9 }



Trap Definitions

This section defines a trap that contains two “bound” variables (i.e. data that will be sent with the trap.)

demotrap TRAP-TYPE
ENTERPRISE bjb
VARIABLES {intvar, stringvar}
DESCRIPTION *‘Demonstration trap'
::=0

Scalar Variables

Scalar variables are variables that have only one “instance”. They can be considered stand-alone
variables in contrast with indexed variables, which many have many instances identified by indexes.

Here we define scalar variables of three types; integer, string, and IP address. We also define the allowed
access (read-write) and the object identifier for each variable. For example, the variable “stringvar” has
the OID 1.3.6.1.4.1.11273.1.1.3 (iso.org.dod.internet.private.enterprises.bjb.device.vars.3).

intvar OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-write
STATUS current
DESCRIPTION *"Scalar integer variable"
i={vars 1 }

stringvar OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-write
STATUS current
DESCRIPTION "'Scalar string variable"
c:={ vars 2 }

ipvar OBJECT-TYPE
SYNTAX [I1PAddress
ACCESS read-write
STATUS current
DESCRIPTION "Scalar IP address variable™
::= { vars 3 }

Table With One Index

An SNMP table contains multiple rows of data. Each row is made of columnar objects, or “columns”. A
columnar object differs from a scalar object in that it can have multiple instances, one for each row in the
table. Instances are distinguished by indexes, which are suffixes attached to the variable’s OID.

The following entries are customary for defining an SNMP table. First we define the table object itself
and declare it to be a sequence of entries. We then define an “entry” as being of type TablelEntry. The
columns are then defined as a sequence of variables. Finally, we define each of the variables in a manner
similar to that of scalar variables. For example, the OID of the “table1String” variable is
1.3.6.1.4.1.11273.1.1.4.1.3
(iso.org.dod.internet.private.enterprises.bjb.device.vars.tablel.table1Entry.table1String). Specific



instances of the table1String variable are specified by adding an index value to the OID. For example
1.3.6.1.4.1.11273.1.1.4.3.8 might refer to the string variable in the eighth row of the table.

tablel OBJECT-TYPE

SYNTAX SEQUENCE OF TablelEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "This is a table with one index"
::= { vars 4 }
tablelEntry OBJECT-TYPE
SYNTAX TablelEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "This row defines a table entry."
INDEX {tablellndex }
= { tablel 1 }
TablelEntry ::= SEQUENCE
{
tablellndex INTEGER
tablellnt INTEGER
tablelString DisplayString
tablellP IPAddress
3
tablellndex OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "Table index"
::= { tablelEntry 1 }

tablellnt OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-write
STATUS current
DESCRIPTION "Integer column*
::= { tablelEntry 2 }

tablelString OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-write
STATUS current
DESCRIPTION "String column'
::= { tablelEntry 3 }

tablellP OBJECT-TYPE
SYNTAX 1PAddress
ACCESS read-write
STATUS current
DESCRIPTION "IP address column™
::= { tablelEntry 4 }



Table With Multiple Indexes

This is similar to the example with one index, but the table2Entry item specifies two indexes, which we
define in the variables section.

table2 OBJECT-TYPE
SYNTAX SEQUENCE OF Table2Entry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "This is a table with two indexes"
::={ vars 5 }

table2Entry OBJECT-TYPE
SYNTAX Table2Entry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "This row defines a table entry."
INDEX {table2lndex1, table2lndex2 }
::= { table2 1 }

Table2Entry ::= SEQUENCE

{
table2Index1l INTEGER
table2Index2 INTEGER
table2int INTEGER
table2String DisplayString
table2lP IPAddress

T

table2Index1l OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Table index 1'
::= { table2Entry 1 }

table2Index2 OBJECT-TYPE

SYNTAX INTEGER
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "Table index 2"
::= { table2Entry 2 }

table2int OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-write
STATUS current
DESCRIPTION "Integer column'
::= { table2Entry 3 }

table2String OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-write
STATUS current
DESCRIPTION "'String column*
::= { table2Entry 4 }

table2lP OBJECT-TYPE
SYNTAX IPAddress
ACCESS read-write
STATUS current
DESCRIPTION "IP address column™
::= { table2Entry 5 }

END



MIB.ASM

The Lantronix kernel determines which variables are in your private “MIB space” by examining a data
structure you provide. In the example program, this structure is defined in MIB.ASM. The following
paragraphs describe the contents of MIB.ASM

Prologue
The following information tells the assembler where the structure belongs in memory.

DGROUP group  _DATA

_DATA  segment word public "DATA*
_DATA  ends

_TEXT  segment byte public "CODE*
assume cs:_ TEXT,ds:DGROUP

Constants

The following section defines some constants that make it easier to define elements in the MIB
description that follows.

3333333333333 33333333333333333333333333333333333333333333333333333333333333337373

; Constants defining entry types for OID lists

3333333333333 33333333333%33333333333337%3333337337333337%33333333333333333333333337373

S_LEER EQU OH
S_AFUN EQU 1H
S_SEQU EQU 2H
S_LEAF EQU 3H
S_TABL EQU 4H

3333333333333 33333333333%33333333333333%33333373333333733333333333333333333333337373

; Constants defining storage types

3333333333333 33333333333333333333333333333333333333333333333333333333333333337373

S_ROM EQU 10H
S_RAM EQU 20H
S_LFU EQU 30H

3333333333333 3333333333333333333333333333333333333333333333333333333333333333373

; Miscellaneous constants

S_LONG EQU 8OH

3333333333333 3333333333333333333333333333333333333333333333333333333333333333373

; SNMP data type constants

S_OCTSTR  EQU OO0OOH

S_TTICK EQU 0600H
S_PHADR EQU 0700H

+
S OBJECT  EQU 0100H + S_LEAF
S_INT EQU 0200H + S_LEAF
S_TIPADR EQU 0300H + S_LEAF
S_TCTR EQU 0400H + S_LEAF
S_TGAUGE  EQU 0500H + S_LEAF

+

+



Public and External Declarations

The next section declares the public label “priv_mib”, which is used by the kernel to look up MIB entries.
It must have this name.

3333333333333 33333333333%33333333333333%33333373333333733333333333333333333333337373

; Public label for start of OID list

3333333333333 3333333333333333333333333333333333333333333333333333333333333333373

PUBLIC priv_mib

3333333333333 333337333333333333333333333333333333333333333333333333333333333337373

; Callback functions implemented in main C file

3333333333333 33333333333%33333333333333%333333733333337%33333333333337333333333337373

EXTRN _mib_intvar
EXTRN _mib_stringvar
EXTRN _mib_ipvar
EXTRN _mib_tablel
EXTRN _mib_table2

MIB Hierarchy

This section contains the actual OID hierarchy for your variables. It is easier to understand if you read it
from the bottom up. The first two words of the “priv_mib” table are 1 and 11273. The 1 indicates that
this is a “sequence” of elements. The 11273 tells how many elements are in the table. The next two
words are S_ LEER and 11272. S_LEER is a constant meaning there are “missing” entries. 11272 is the
number of missing entries. The last two words are S_SEQU and bjb. S_SEQU is a constant indicating
that the entry is a pointer to a sub-sequence. The label of the sub-sequence is “bjb”. This system
continues down the hierarchy through “bjb” and “device”. The “vars” sub-sequence is the bottom of the
hierarchy. It defines actual variables instead of OID structures. The first two words of the “vars”
sequence are 1 and 5, meaning this is a sequence with 5 elements. The next two words are S_AFUN and
_mib_intvar, defining a variable to be processed by the function mib_intvar, defined externally (in our C
program).

3333333333333 3333333333333333333333333333333333333333333333333333333333333333373

; OID lists

; MIB item "tablelEntry'”. The 2 identifies this as a table entry, the 4 identifies
; the highest sub-id of a column in our table. This allows the kernel to decide
; what is inside and outside our private MIB space. "S_AFUN, _mib_tablel™ says
; we will process SNMP requests with our own function "mib_tablel™, defined in
; the main program.
entryl dw 2, 4
dw S_AFUN, _mib_tablel

; MIB item "tablel™
tablel dw O, 1
dw S_SEQU, entryl

; MIB item "table2Entry'. The 2 identifies this as a table entry, the 5 identifies
; the highest sub-id of a column in our table. This allows the kernel to decide

; what is inside and outside our private MIB space. "S_AFUN, mib_table2" says
; we will process SNMP requests with our own function "mib_table2", defined in
; the main program.

entry2 dw 2, 5 ; 2=table entry, 5=highest sub-id

dw S_AFUN, _mib_table2

; MIB item "table2"
table2 dw O, 1
dw S_SEQU, entry2



; MIB item "vars"

vars: dw 1, 5
dw S_AFUN, _mib_intvar
dw S_AFUN, _mib_stringvar
dw S AFUN, _mib_ipvar
dw S_SEQU, tablel
dw S_SEQU, table2

Integer scalar

String scalar

IP address scalar
One-dimensional table
Two-dimensional table

; MIB item *‘device"

device: dw 1, 1
dw S_SEQU, vars ; Variables
; MIB item "bjb™
bjb: dw 1, 1
dw S_SEQU, device ; Demo device

; Global item required by the kernel SNMP process

priv_mib: dw 1, 11273 ; BJB Software, Inc. enterprise number
dw S_LEER, 11272
dw S_SEQU, bjb

_TEXT ends

end



MAIN.C

The main file initializes the Lantronix unit and enters a loop where it sends a trap to any registered
recipients every 10 seconds while waiting for SNMP requests from the kernel. Below, we document
portions of the program important to SNMP development.

Constants

We define some mnemonics to make OID structures easier to define. Note that the first item is
ISO_ORG. This is actually the first two sub-ids of all OIDs (i.e. 1.3....), which are encoded differently
than the others. Two other items of interest are BJB1 and BJB2. These are the encoded bytes of the sub-
id 11273, which is the private enterprise number of BJB Software, Inc. The next section explains how to
encode an arbitrary private enterprise number into the appropriate byte values.

#define 1SO_ORG
#define DOD
#define INTERNET
#define MGMT
#define MIB
#define PRIVATE
#define ENTERPRISES
#define BJB1
#define BJB2
#define DEVICE
#define VARS
#define TRAPS

w

=
()]

// derived from enterprise number 11273
// derived from enterprise number 11273

OFRPPFPONRFPRARLNELOM

Calculating the Bytes of an Enterprise Number

If you are using the SNMP features provided in the Lantronix CPK, it is necessary to encode your
enterprise number when building trap variable lists. This process is described in the CPK's SNMP
documentation. However, the description is rather awkward and assumes that the encoded enterprise
number will fit in exactly two bytes. The first 127 enterprise numbers require a single byte. Numbers
assign after March, 2003 require at least three bytes. The following algorithm can be used to encode any
enterprise number:

1. Enterprise numbers are assigned and often displayed as decimal numbers. Convert the enterprise
number from decimal to binary. If your calculator does not have enough digits, it will be easier to
convert to hexadecimal first, then to binary. Here are three examples:

e 37=>25H=>100101
e 11273 =>2C09H =>10110000001001
e 24572 =>5FFCH =>101111111111100

2. Separate the binary number into groups of 7 bits each, starting with the least significant bit.
e 100101 =>100101
e 10110000001001 => 1011000, 0001001
e 101111111111100=>1,0111111,1111100

3. Create an 8-bit number from each 7-bit segment by using it as the low-order bits.
e 100101 =>00100101
e 1011000, 0001001 => 01011000, 00001001
e 1,0111111,1112100 => 00000001, 00111111, 01111100



4. SNMP uses an variable-length encoding scheme where the first bit of each byte indicates whether it
is the last byte in the string. If the first bit is 1, there are more bytes to follow. If the first bit is O,
this is the final byte. Set the first bit of each byte, except the last one, to 1.

e 00100101 => 00100101
e (01011000, 00001001 => 11011000, 00001001
e 00000001, 00111111,01111100 => 10000001, 10111111, 01111100

5. Convert the result to decimal or hexadecimal depending on how you are using them in your
program.
e 00100101 => 25H => 37
e 11011000, 00001001 => D8H, 09H => 216 9
e 10000001, 10111111,01111100 => 81H, BFH, 7CH => 129, 191, 124

A on-line calculator is available at http://www.bjbsoftware.com/tutorials/howtoencode.html.

Trap Recipients

Trap recipients are stored as 4-byte arrays corresponding to the IP address of the recipient. They are often
defined in the standard Lantronix setup records but we have defined them here to make them easy to
change for demo purposes. The DWORD* redefinition is for convenience later when we call our trap
function.

BYTE trapRecipientB[]1[4] = {{192, 168, 0, 4}, {0, 0, 0, 0}, {0, 0, O, O}};
DWORD  *trapRecipient = (DWORD *)&trapRecipientB;
Community Strings

Community strings are used to control access to variables under program control. Here we define
"private" and "public" community strings to demonstrate "read-write" and "read-only" access,
respectively.

char privateCommunity[] = “private";
char publicCommunity[] = "public";Globals S_name[] and S_obj[]

Trap Prefix

We define a prefix OID that will be used to build and send traps. Notice that this is initialized using our
pre-defined constants.

NOTE: Initialized lists like the one below are used frequently in SNMP programming using CPK. The
First byte is always 6, the second byte tells how many bytes follow, and the remaining bytes are the actual
data.

GLOBAL char trap_prefix[] =
{6, 9, 1SO_ORG, DOD, INTERNET, PRIVATE, ENTERPRISES, BJB1, BJB2, DEVICE, TRAPS};
Globals
These are referenced by the CPK kernel and therefore must be defined. They define the "object name™
and "object oid" that are returned with system traps.

GLOBAL char S_name[]
GLOBAL char S_obj[]

""SNMP Demo"*;
{6, 8, ISO_ORG, DOD, INTERNET, PRIVATE, ENTERPRISES, BJB1, BJB2, DEVICE};



SNMP Context

This externally defined structure stores data and control information for SNMP get-requests and set-
requests.

extern struct snmp_context scon;

Trap Variable Bindings

A trap can contain "variable bindings" (i.e., variables that are sent along with the trap. The structure
below defines three variables, which will be bound to our custom trap. The set of three variables is
represented as an array of bytes. Each variable is defined within the array as follows:

e 6 -required value signaling the start of a variable
e 11 - number of bytes to follow
e remaining bytes - the sub-ids comprising the variable's instance OID

BYTE VARBIND_ customTrap[] =

6, 11, 1SO_ORG, DOD, INTERNET, PRIVATE, ENTERPRISES, BJB1, BJB2, DEVICE, VARS, 1, O,
6, 11, 1SO_ORG, DOD, INTERNET, PRIVATE, ENTERPRISES, BJB1, BJB2, DEVICE, VARS, 2, O,
6, 11, 1SO_ORG, DOD, INTERNET, PRIVATE, ENTERPRISES, BJB1, BJB2, DEVICE, VARS, 3, O

¥

Sending Traps

Traps are messages sent by SNMP agents to one or more SNMP managers. They are normally used to
indicate a change in condition within the agent that may require attention. Traps are not acknowledged by
the recipient so there is no way for the sender to know whether the message was received. Traps are
identified by an OID and may contain supporting data in the form of “bound” variables.

Our demo program sends a custom trap to all trap recipients every 10 seconds

while (1)

nice();

sdelay(10000) ;

sendTrap(trap_prefix, TRAPID_ customTrap, VARBIND customTrap,
sizeof(VARBIND_customTrap), trapRecipient, 3);

}
Our trap-sending function is implemented as follows:

void sendTrap(BYTE *enterprise, int trap, BYTE *varbind,
int varbindlen, DWORD recipient[], int count)
{
int i;

int result;

// if we are binding variables, set the following "scon" variables as shown
it (varbind)

scon. inpptr = varbind;
scon.inpend = varbind + varbindlen;

}

// call the kernel snmp_trap function to build a trap structure from our
// enterprise trap-prefix and specific trap number.
result = snmp_trap(enterprise, ENTERPRISE_TRAP, trap);

// if no problems, send the trap to each defined trap recipient. Here we
// choose to indicate a valid recipient as any non-zero IP address.

if (result > 0)

{



for (i=0; i<count; i++)
if (recipient[i])
{

udp_send((BYTE *)&recipient[i], 162, 162, outbuf, result);

3
3
return;

}

Scalar Variables

Scalar variables are variables with a single instance, as opposed to columnar variables that are indexed.
Scalar variables can be handled without writing any special code, assuming the values can be written to or
read from memory. In our example, we take a more general approach and process all requests involving
scalar variables with callback functions. The callback function is specified in MIB.ASM by using the
S_AFUN constant and the entry point of the callback function. This strategy allows scalar variables to
perform functions as side effects of being read or written. For example, it is often desirable to use a scalar
variable as a switch on the device we are controlling. When a value of ON or OFF is written to the
variable, the program sends the corresponding command to the device. The following code implements
our handler for scalar variables.

int processScalar(WORD *op, int id)
{

int i;

// Make sure we are using COM1. This does not matter in the example program
// but in a real application, you might need to communicate through the serial
// port to satisfy the SNMP request. The external "SNMP task' has a different
// "process block™ and io pointer than our application, so we must set it

// explictly. Failure to do so will result in elusive and time-consuming bugs.
ActPro->10_Ptr = sioptr;

// If we are processing a set-request, we will get two calls. The first call
// in a "test" pass and the second call is a "commit™ pass. See the SNMP RFC
// for details. Basically, we ignore the "test" pass and handle only the
// "commit'" pass.
if (scon.flags & FLAG_SET)
{

// Don"t handle the "test" pass, just say it passed.

if (scon.flags & FLAG_PASS)

{
}

// Handle the "commit" pass
else

{

return O;

// Manipulate a few parameters to make string-handling convenient
scon.stroff = (WORD)scon.datptr;
scon.strlen = scon.inpptr - scon.datptr;

// Handle each scalar individually. For a set-request, our demo
// program just saves the value in our scalar device data. A real
// application would probably interact with a device in some way.
// Return O to indicate success. Return S _noSuchName if we don"t
// handle this variable.

// Note: Many SNMP agents also return S_noSuchName to indicate a
// transient problem such as communication failure with a device.
// We believe it would be more appropriate to return S _gerErr.
// However, this is often interpreted as a permanent failure of
// in agent code.

// You can also return S_readOnly to indicate a read-only variable.
switch (id)



case 1:
scalar.intvar = scon.intval;
return O;

case 2:
memset(scalar.stringvar, 0, STRING_SIZE);
memcpy(scalar.stringvar, (char *)scon.stroff, scon.strlen);

return O;
case 3:
memcpy(scalar.ipvar, (char *)scon.stroff, I1P_SIZE);
return O;
defaul t:
return S_noSuchName;
3
3
3
// If we are processing a get-request or getnext-request
else
{

// For a getnext-request, manipulate the "op"™ array to return the variable
// whose OID lexicographically follows the one specified In the request.
ifT ((scon.flags & FLAG_INCR) && (scon.objend == op))

*scon.objend++ = 0;
3
if ((scon.objend != &op[1]) || (op[0O] != 0))
{

return S_NextEntry;
3

// For both get-requests and getnext-requests, we call snmp_leaf, which
// creates a leaf object in the scon structure. Return S_noSuchName
// if this variable is outside our MIB space.
switch (id)
{
case 1:
return snmp_leaf(S_INT + S _RAM, &scalar.intvar);

case 2:
return snmp_leaf(S_OCTSTR + S RAM, scalar.stringvar);

case 3:
return snmp_leaf(S_TIPADR + S_RAM, &scalar.ipvar);

defaul t:
return S_noSuchName;



Tables

SNMP tables store data in rows. Each row is identified by one or more indexes and contains one or more
columns. In the Lantronix CPK, tables are treated similarly to scalar variables, but the processing that
occurs in the callback function is more complex. The major difference is that scalar variables have only
one instance but column variables have as many instances as there are rows in the table.

An important aspect of handling tables is interpreting and manipulating indexes. When the callback
function is called, it receives a parameter, WORD *op. This is a pointer to an array of WORDs
corresponding to the instance ID of the column entry. The op[-1] entry is the final sub-id in the object id
of the column. Op[0]..op[n] are the index values.

Since the user program has complete control over how indexes are interpreted, it is possible to perform
sophisticated processing such as automatic row creation and deletion. This is useful when we are
monitoring a set of devices and identify them by index. If a new device comes on line, we can create a
new table row simply by starting to respond to requests for items indexed by the new device number. The
user program must be able to calculate the “next” OID to satisfy getnext-requests generated by SNMP
managers that are “walking” our table. This generally involves manipulating the OID bytes passed in
op[]. It may involve skipping unused indexes, etc. The following code implements our handler for a one
dimensional table.

L1111 7777777777/77777/777777/777777//7777///7777////7/////7//////7//////7////7
// mib_tablel

// This function handles requests for tables (columnar variables, in SNMP parlance).
// Much of the processing is identical to that for scalar variables as shown
// above, so we document only the areas that are unique to tables.

// The fundamental difference between scalar variables and columnar variables
// is that scalar variables are not "indexed"™ and columnar variables are. For
// example, suppose we have a scalar object whose object id is:

// 1.3.6.1.4.1.11273.1.1.1

// There is a single instance of this variable, and its instance ID is:
// 1.3.6.1.4.1.11273.1.1.1.0

// Now suppose we have a table with several columns and an integer index. The
// object id of a particular column might be:
// 1.3.6.1.4.1.11273.1.1.4.1.1

// The instance ID is a concatenation of the object id and the index. So, for
// example, an index value of 3 would produce an instance IDof:
// 1.3.6.1.4.1.11273.1.1.4.1.1.3

// When the Lantronix kernel calls our callback function for variables (scalars
// and columnars) in our MIB space, it passes an array of WORDs called "op".

// The "op" array contains the instance ID of th variable to be read or written.
// In particular, op[-1] is the last sub-id in the object ID and op[0], op[1],
// etc. contain sub-ids that produce the instance ID. In the case of scalars,
// op[0] is 0. For columnar objects, op[0] contains the Ffirst sub-id of the

// fTirst index, op[l] contains the second sub-id, etc.

// Indexes can be integers, strings, IP addresses, etc. These are encoded into
// sub-ids iIn different ways. For example, an integer index 3 forms an instance
// 1D as shown above:

// 1.3.6.1.4.1.11273.1.1.4.1.1.3

// It the column were indexed by an IP address, say 204.44.144_.32, the instance
// 1D would be:
// 1.3.6.1.4.1.11273.1.1.4.1.1.204.44.144.32

// We will restrict our discussion to integer indexes for simplicty but the
// same priciples apply regardless of the type of index.
//////////7//////////7/7/7////////7////////////7//////////////////////////////777



int mib_tablel(WORD *op)
WORD 1;
ActPro->10_Ptr = sioptr;
if (scon.flags & FLAG_SET)

if (scon.flags & FLAG_PASS)

{
return O;
3
else
{
scon.stroff = (WORD)scon.datptr;
scon.strlen = scon.inpptr - scon.datptr;
// Determine which column is being requested by inspecting op[-1]-
// op[0] contains the single integer index and we use it (with
// adjustment because our device data uses O-based indexes and
// our MIB is 1l-based) to store data into the appropriate row.
switch(op[-1])
{
case 2:
tablel[op[0]-1]-intvar = scon.intval;
return O;
case 3:
memset(tablel[op[0]-1]-stringvar, 0, STRING_SIZE);
memcpy(tablel[op[0]-1]-stringvar, (char *)scon.stroff, scon.strlen);
return O;
case 4:
memcpy(tablel[op[0]-1]-ipvar, (char *)scon.stroff, IP_SIZE);
return O;
default:
return S_noSuchName;
3
3
3
else
{

// Tables are "walked" by processing a series of getnext-requests starting
// with the base OID of the table. We handle this situation by calculating\
// the "next" index.

if(scon.flags & FLAG_INCR)
{

// 1If this is the initial request, set the index to 1 and increment scon.objend
// so the kernel knows how long the resulting instance ID is.
if(scon.objend == op)
{
i = op[0] = 1;
scon.objend++;

}

// Otherwise, just increment the index. NOTE: In this example we are assuming
// a very simple integer index ranging from 1 to INDEX1. More complicated

// schemes could be used. Your program might use an index that skips values
// under certain conditions. For example, if you are monitoring multiple

// devices and identifying them by index, you might skip indexed corresponding
// to inactive devices. To summarize:

// ALL INDEX HANDLING AND INTERPRETATION 1S HANDLED BY YOUR APPLICATION. THIS
// GIVES YOU GREAT FLEXIBILITY BUT MAY REQUIRE CONSIDERABLE WORK TO IMPLEMENT
// COMPLICATED INDEXING SCHEMES.

else

i = op[0] + 1;



op[0] = i;

else
{
i = op[O];
3
scon.objend = op + 1;
if (i > INDEX1)
{
op[-1]++;
i = op[0] = 1;
3
switch(op[-11)
{
case 2:
return snmp_leaf(S_INT + S _RAM, &tablel[i-1].intvar);
case 3:
return snmp_leaf(S_OCTSTR + S RAM, tablel[i-1].stringvar);
case 4:
return snmp_leaf(S_TIPADR + S_RAM, &tablel[i-1].ipvar);
3
3
return O;

}

Multi-Dimensional Tables

Here is the code for our two-dimensional table handler. The main difference between this and the one-
dimensional case is that manipulation of indexes during getnext-request processing is somewhat more
complex.

/1//1/177777/777777777777777777/777777/777//77////7/////////////////////////////7/777
// mib_table2

//

// Multi-index tables are an extension of the concepts described for single

// index tables. Only the differences are documented here.
[1/1177777777777777777777777/7777777777/7/7/77///77/////////////////////////////7/7/77/

int mib_table2(WORD *op)

WORD 1;
WORD j;

// make sure we are using COM1
ActPro->10_Ptr = sioptr;

if (scon.flags & FLAG_SET)

{
if (scon.flags & FLAG_PASS)

{
}

else

{

return 0O;

scon.stroff = (WORD)scon.datptr;
scon.strlen = scon.inpptr - scon.datptr;

// Column is identified by op[-1]- Indexes are passed in op[0] and op[1]-
switch(op[-11)

case 3:
table2[op[0]-1]1[op[1]-1]-intvar = scon.intval;
return O;

case 4:
memset(table2[op[0]-1][op[1]-1]-stringvar, 0, STRING_SIZE);
memcpy(table2[op[0]-1][op[1]-1]-stringvar, (char *)scon.stroff, scon.strlen);



return 0O;

case 5:
memcpy(table2[op[0]-1][op[1]-1]-ipvar, (char *)scon.stroff, IP_SIZE);
return O;
defaul t:
return S_noSuchName;
3
3
3
else
{
// This is similar to the getnext-request processing for single-index columns
// but the algorithm for calculating the *"next™ index might be more complicated.
// Here we juggle two indexes. When the second index reaches its limit, we reset
// it to 1 and increment the first index. When the first index reaches its limit,
// we reset it to 1 and increment the object ID (op[-1]) outside the range of our table.
// This allows the SNMP manager that is walking our table to detect the end
if (scon.flags & FLAG_INCR)
{
if (op[0] == 0)
op[1] = INDEX2;
op[1]++;
if (op[1] > INDEX2)
{
op[1] = 1;
op[0]++;
3
if (op[0] > INDEX1)
{
op[0] = 1;
op[-1]++;
scon.objend = op + 2;
3
i = op[0];
J = oplil;
switch(op[-11)
{
case 3:
return snmp_leaf(S_INT + S_RAM, &table2[i-1][j-1]-intvar);
case 4:
return snmp_leaf(S_OCTSTR + S _RAM, table2[i-1][j-1]-stringvar);
case 5:
return snmp_leaf(S_TIPADR + S RAM, &table2[i-1][j-1]-ipvar);
3
3

return 0O;



Community Strings

Community strings provide rudimentary access control to variables. Each SNMP get-request or set-
request contains a community string, a clear-text password that can be examined to decide what access
should be granted. The Lantronix kernel calls the user-defined function “snmp_acheck()” before issuing
each request. The return value indicates the access granted, as follows:

e 0 =>read-write access granted
e 1=>no access granted
e 2 =>read-only access granted

Here is the snmp_acheck() function as implemented in the demo program:

int snmp_acheck(unsigned char *ip, char *community, WORD comlen)

{
static char c[14];

int i;

// community string might be too long
if (comlen > 14)
{

}

// copy community string to local variable so we can zero-terminate
for (i=0; i<comlen; i++)

return 1;

c[i] = community[i];

c[i] = O;

ifT (strcmp(c, privateCommunity) == 0)
return O;

3
else if (strcmp(c, publicCommunity) == 0)

{

return 2;
T
else
{

return 1;
T



